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Demonstration of quantum blockchain using theta protocol and different attacks on
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Quantum blockchain, based on quantum computation and quantum information, and being a de-
centralized, encrypted and distributed database, provides utmost security. Here, we experimentally
demonstrate a quantum circuit on the IBM quantum experience platform for a quantum blockchain
by using a 6-protocol. The blockchains are encoded into a 3-qubit GHZ state and then CNOT and
CZ attacks are performed in the experimental circuits and simulated illustrating an eavesdropping
attack to steal the information. We also explicate the successful detection of eavesdropping action
in the protocol. Our research helps to defend the security of quantum blockchain, which is more
practical under the present technical conditions. We believe that the quantum blockchain using
0-protocol is very significant for other blockchain applications in the near future.

I. INTRODUCTION

Entanglement is the most unusual and fascinating phe-
nomena of quantum mechanics [1-4] where the properties
of two or more quantum systems can become correlated
even after being spatially separated, which leads to the
famous phrases given by Einstein “the spooky action at
a distance” [1, 2, 5].

The entanglement itself becomes the basis of all quan-
tum information theoretical models. Quantum network-
ing and cryptography [6-8] is one of them. Quantum
cryptography can be explained as a technique of key dis-
tribution [9-11] that depends upon the laws of quantum
mechanics to generate a key. In general, cryptography
is the problem of performing communication or compu-
tation including two or more parties who may not trust
one another. The cryptography relies on the two ma-
jor and unchanging blocks of quantum mechanics, the
Heisenberg’s uncertainty principle [12] and the principle
of photon polarisation. The uncertainty principle states
that no quantum states of a system can be measured
simultaneously without disturbing the system.

Secondly, the photon polarisation principle expresses
how light photons can be oriented or polarized in a par-
ticular direction. An important problem where cryptog-
raphy is used is in the case of transmission of some se-
cret message. Thus, for this type of problem, we need an
electronic system that is based on cryptographic proof
instead of some third parties.

The blockchain [13-16] is a sort of classical database
that consists of data of the past, such as the history of
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economic transactions. It is a digital security system in
this modern world. The idea of a blockchain (classical)
was first given by a person (or group of people) named
Nakamoto [17] in the year 2008. Further, keeping the idea
of the classical blockchain in the year 2019 Rajan and
Vieser first proposed a conceptual design of a quantum
blockchain using entanglement in time [5].

The uniqueness of a blockchain is in its design which
makes it very difficult to tamper [18]. In this century,
quantum computing, the rising star will question the re-
liability of classical blockchain, as a quantum computer
can easily hack the classical blockchain system [19, 20].
Since modern problems require an efficient solution, the
most desirable solution is to develop quantum blockchain.
Having the characteristics of decentralization, openness,
and information storage the blockchain, which cannot be
tampered easily, has a large range of applications in dig-
ital currency such as bitcoin, intelligence, information
security agencies, and many more.

Previously, some works have been done on the quan-
tum blockchain [5, 21] by using different protocols [22—
24]. 1In this article, we outline how 6-protocol [25] is
used to design a quantum blockchain in the IBM quan-
tum computer. -protocol is more sensitive in detecting
cheating. Also, we discussed the possible types of attacks
[22, 27] on quantum blockchain such as CNOT attack,
and CZ attack.

The rest of the paper is organized as follows. Sec. II
describes the working of theta protocol. Sec. III intro-
duces different types of attacks, such as CNOT and CZ
attacks on a quantum blockchain. Finally, we conclude
in Sec. IV discussing the future directions of the work.
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FIG. 1: The figure shows the constructed 3-qubit GHZ
state with the quantum gates using Hadamard and
controlled-NOT gates

II. DEVELOPING A QUANTUM BLOCKCHAIN
USING THETA PROTOCOL

A. Preparation of GHZ state.

Greenberger-Horne-Zeilinger (GHZ) [28, 29] is a par-
ticular type of entangled quantum state which involves at
least three subsystems (qubits). Three-qubit GHZ state
is constructed by implementing a Hadamard gate and
two CNOT gates as shown in Fig. 1.

Hadamard gate on 1% qubit gives

000) + |100)
V2

Now, applying two CNOT gates, one having control on
1t qubit and target on 2" qubit and second having con-
trol on 15t qubit and target on 37¢ qubit gives,

000) + [111)
V2

And, this is the GHZ state for three qubit system.

(1)

(2)

B. The Theta Protocol

We consider a verification protocol [25] where,

e The source shares a n-qubit state p with n parties,
where each party gets a qubit. Here, the shared
state p is a GHZ state.

e Among these n parties, one will be called as Ver-
ifier. The Verifier will verify how close the shared
GHZ state is to the ideal and whether it con-
tains Genuine Multi-partite Entanglement (GME)
[25, 26] or not.

e First, the Verifier will generate random angles 0;
for all parties including itself, such that >_,0; is a
multiple of w. Then the angles will be sent to all
the n parties.

e When the party j receives a random angle from the
Verifier, it will measure in the basis, {|6;),[0-j)} =
{%(|0)+ei9j (1)), %(|O> —e"i |1))} and return the
outcome Y;.

e The Verifier will check whether it pass the following
condition or not. ®;Y; = 1 > 0;

C. Circuit realization for quantum blockchain
using theta protocol

Using the IBM Quantum Experience, we developed
quantum circuits satisfying the above discussed 6 proto-
col and simulate them to get a set of results. We imple-
ment the theory with the help of conventional quantum
gates [1-3, 30] readily available in the IBM QE platform.
Here, a 3-qubit GHZ state is being shared by a source
to three parties say A, B, and C where B is the verifier.
Now, B as a verifier will generate random angles using
Hadamard gate and U; gate provided that 6 € [0, 7) and
Zj 0;= nm. Here, we have considered 6 to be 6; = 0, 0
= 5, and 03 = 5. So, verifier B generates an angle 6; =
0 using Hadamard gate and U;(6;) gate and sends it to
A using swap gate. Again, B will generate an angle 6o
= 7 using Hadamard gate and U;(f2) gate and send it
to ¢ using swap gate. And then will generate angle 3 =
% using Hadamard gate and U;(f3) gate and keep it to
himself as shown in Figs. 2 and 3.

This is how the Theta-Protocol is used in a blockchain
as it forms a chain interconnected to each other.

III. DIFFERENT TYPES OF ATTACKS ON
QUANTUM BLOCKCHAIN

A. CNOT ATTACK

One of the most fundamental attacks in the field of
quantum cryptography is called the CNOT attack [22, 32]
that uses CNOT gate. Here, in our case, we show how
the attacker will attack the shared qubits by keeping the
control with its qubit and the target on the qubit the
attacker wants to attack.

By measuring the qubits in Z-basis, the attacker will get
the result.

1.  Circuit Realisation

Here in the Fig., it has been clearly shown that a GHZ
state is shared with A, B and C. Where the first qubit is
with A, the second qubit is with B and the third qubit is
with C. Let the 6! qubit (i.e q[5]) belongs to the attacker
as shown in Figs. 4 and 5. Suppose the attacker here
performs a CNOT attack on the circuit, the explanation
for the attacking action is explained in the next section.
Here, the two ancilla qubits 3rd and 4th are used for
the detection of the attack. Where the combination of 4
CNOT gates in a certain pattern is used for the detection
circuit of the NOT attack. Now to know whether the
circuit is attacked or not we measure both the ancilla
qubits.
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FIG. 2: the figure shows the Block diagram of circuit for quantum blockchain using theta protocol. In our original
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FIG. 3: The figure shows the constructed circuit as per the block diagram of quantum blockchain using theta
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FIG. 4: The figure shows the block diagram of CNOT attack where q[5] qubit belongs to the attacker who can
perform a CNOT operation on any of the shared qubits and q[3], q[4] qubits are used for the detection of the attack.
Measurement is taken in Z- basis.
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FIG. 5: The figure shows the constructed circuit as per the block diagram of CNOT attack on quantum blockchain.
The circuit is constructed on IBM QE platform.
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FIG. 8: Plot shows that when the attacker performs a

FIG. 6: Plot shows that when attacker performs a
CNOT attack on the B’s qubit then measurement of 4"

CNOT attack on the C’s qubit then measurement of 4"

and 5" qubits gives [0) ® |1). and 5" qubits gives [1) @ [1).
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FIG. 7: Plot shows that when attacker performs a FIG. 9: Plot shows that when there is no CNOT attack
CNOT attack on the A’s qubit then measurement of 4 on any of the qubit then measurement of 4** and 5"
and 5" qubits gives |1) ® |0). qubits gives |0) ® |0).
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FIG. 10: The figure shows the block diagram of CZ attack where ¢[5] qubit belongs to the attacker who can perform
a CZ operation on any of the shared qubits and q[3] qubit is used for the detection of the attack. Measurement is
taken in Z-basis. Here the green marked box shows the pre-attacking circuit and the red marked box shows the
operation of the attacker.

2. Attacking action

A GHZ state is shared with A, B, C which is shown
in Fig. 4. Considering an attacker performs a CNOT
attack in any of the three qubits, A, B, and C can detect
whether there is a CNOT or not using following method
as shown in the Fig. 4.

CASE-I:- If A’s qubit got attacked.
GHZ state is shared within three qubits which are with
A, B and C and there is no operation in the extra qubits.

|000) + |111) |00000) + |11100)
———L ®100) = 3

7 |00) 7 3)
An Attacker performs NOT operation in the first qubit
which belongs to A.

110000) + [01100)
V2

Here, we apply four CNOT gates, first having control
on 1% qubit and target on 4" qubit, second having
control on 2"% qubit and target on 4" qubit, third
having control on 2"¢ qubit and target on 5! qubit and
fourth having control on 3"% qubit and target on 5"
qubit, the state becomes

(4)

110010) + [01110)
V2

CASE-II:- If B’s qubit got attacked.
Same as the previous case, GHZ state is being shared
with A, B and C and there is no operation in the extra
qubits.

000) + |111 00000) + 11100
000) +[111) oo 100000) £ [11100)

V2 V2

In this case, the attacker performs NOT operation on the
second qubit which belongs to B.

|01000) + |10100)
V2

Here, we apply four CNOT gates, first having control on
15t qubit and target on 4*" qubit, second having control
on 2™ qubit and target on 4'* qubit, third having
control on 2"¢ qubit and target on 5 qubit and fourth
having control on 3"¢ qubit and target on 5t qubit, the
state becomes,

(7)

[01011) + |10111)
V2
CASE-III:- If C’s qubit got attacked.
Similar to case-I and case-I1I, GHZ state is being shared
with A,B and C and there is no operation on the extra
qubits.
|000) + |111)

V2

(8)

~{00000) + [11100)
® 100) = 7 (9)
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FIG. 11: The figure shows the constructed circuit as per the block diagram of CZ attack on quantum blockchain.
The circuit is constructed on IBM QE platform.
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FIG. 12: Plot shows if the attacker performs a CZ
attack on the 3"¢ qubit then the measurement of 5"
qubit gives |1).
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FIG. 13: Plot shows that if there is no CZ attack then
the measurement of 5" qubit gives |0)

Now here, the attacker performs NOT operation on the
third qubit which belongs to C. Same as previous when
A,B,C applies a circuit for detection they would get,

|00100) 4 |11000)
V2

Here, we apply four CNOT gates, first having control
on 1% qubit and target on 4" qubit, second having
control on 2"% qubit and target on 4" qubit, third
having control on 2™* qubit and target on 5* qubit and
fourth having control on 3¢ qubit and target on 5
qubit, the state becomes,

(10)

|00101) + |11001) (11)
V2
CASE-IV:- If there is no attack on any of the
three qubits
Similar to case-I and case-II and case-III, GHZ state is
being shared with A, B and C and there is no operation
on the extra qubits.

000) + |111 00000) + 11100
| > | > CED |()()> — | > | > ( ]_:2)

V2 V2

Since, there is no attack in any of the qubits the state
will remain same.
Here, we apply four CNOT gates, first having control on
1%t qubit and target on 4" qubit, second having control
on 2™ qubit and target on 4'* qubit, third having
control on 2"¢ qubit and target on 5" qubit and fourth
having control on 3"¢ qubit and target on 5t qubit, the
state becomes

100000) + [11100)
V2




3. Results

The theoretical results which we get on measuring both
the ancilla qubits in order to detect the attack are as
follows:

e |1) ®|0) the attacker performs a CNOT attack on
A’s qubit, shown in Fig. 6.

e |1) ®|1) the attacker performs a CNOT attack on
B’s qubit, shown in Fig. 7.

e |0) ® |1) the attacker performs a CNOT attack on
C’s qubit, shown in Fig. 8.

e |0) ® |0) there is no attack on the circuit, shown in
Fig. 9.

We further satisfy the theoretical result with the ex-
perimented or simulated outcomes.

B. CZ ATTACK

Another type of attack that we introduce in the present
paper is the CZ attack [22, 31] which uses a controlled-Z
gate. When the attacker implements a controlled-Z at-
tack in any of the shared qubits of A, B, and C by keep-
ing the control with itself and the target (Z-gate) to the
qubit which the attacker wants to attack and measuring
the attacker’s qubit gives the result as:

1. Circuit realization

As similar to the CNOT attack, in case of the CZ
attack, the circuit is designed accordingly. Here a pre-
attacking circuit by using the first ancilla qubit is intro-
duced which is an arrangement of CNOT, CH, and CZ
gates after the GHZ state is shared with A, B, and C
as shown in Fig. 10. Here, we considered that the 6"
qubit belongs to the attacker who performs the CZ at-
tack on the circuit by keeping the control with itself and
the target (i.e. Z gate) to the qubit it wants to attack.
Now, using the other ancilla qubit (i.e. q[4]) an attack
checking circuit is designed and implemented here. These
both pre attacking and attack checking circuits are used
for detection of CZ attack. The more description of the
attacking action is discussed in the next section.

2. Attacking action

As, GHZ state is shared with A, B, C. Considering at-
tacker performs CZ attack in any of the three qubits, A,
B, C can detect whether there is a CZ attack or not using

following method as shown in Fig. 11
CASE-I:- If C’s qubit got attacked.

GHZ state is shared with A, B, C and there is no opera-
tion in the extra qubits.

000) + |111 00000) + {11100

V2 V2

Applying CNOT gate having control on 3™ qubit and
target on 4" qubit, controlled Hadamard gate having
control on 4" qubit and target on 3"¢ qubit, CZ gate
having control on 4** qubit and target on 3"¢ qubit, anti-
controlled Hadamard gate having control on 4" qubit
and target on 3"¢ qubit, CNOT gate having control on
374 qubit and target on 4" qubit, the state becomes,

|00000) 4 ]00110) + [11010) + [11100)

1

: (15)

If the attacker applies Z gate on the third qubit
|00000) — |00110) + |11010) — |11100) (16)

2

Applying Hadamard gate on fifth qubit, three CNOT
gates, one having control on 5* qubit and target on 4**
qubit and second having control on 5" qubit and target
on 3" qubit and third having control on 4** qubit and
target on 3"¢ qubit, finally applying Hadamard gate on
the fifth qubit we will get,

|000) + [111) ® (|—) |1)
2V2
Similarly, we can check the attacks for another two
qubits, by putting the gates which were on the C’s qubit
to the qubits with A and B.
CASE-II:- If C’s qubit got attacked.

GHZ state is shared with A, B, C and there is no opera-
tion in the extra qubits.

(17)

000) + |111 00000 11100
000) +[111) oo 100000) £ 111100)

V2 V2

Applying CNOT gate having control on 3" qubit and
target on 4" qubit, controlled Hadamard gate having
control on 4* qubit and target on 3"% qubit, CZ gate
having control on 4** qubit and target on 3"¢ qubit, anti-
controlled Hadamard gate having control on 4" qubit
and target on 3"% qubit, CNOT gate having control on
374 qubit and target on 4" qubit, the state becomes,
|00000) + |11110)
V2
If there is no attack, the further equation will remain
same
Applying Hadamard gate on fifth qubit, three CNOT
gates, one having control on 5" qubit and target on 4"
qubit and second having control on 5" qubit and target
on 3" qubit and third having control on 4** qubit and
target on 3"¢ qubit, finally, applying Hadamard gate on
the fifth qubit we will get,

|000) + [111) @ (|+) |0)
2v2

(19)

(20)



3. Result

The theoretical results which we get on measuring both
the ancilla qubits in order to detect the attack are as
follows:

e |1) the attacker performs a CZ attack on A’s, B’s
or C’s qubit, shown in Fig. 12.

e |0) there is no attack on the circuit, shown in Fig.
13.

We further satisfy the theoretical result with the experi-
mented or simulated outcomes.

IV. CONCLUSION

To conclude, we have constructed here a conceptual
design of quantum blockchain using a 4-qubits system.
Here, we focused to implement the blockchain using 6
protocol that uses a shared entangled GHZ state. We
have also constructed the circuits for CNOT and CZ at-
tacks which is used for eavesdropping on the blockchain.
The result after simulating over IBM quantum experi-

ence considerably proves the theoretically predicted re-
sults. We have proposed a strategy to visualize quantum
blockchain which on further investigation can be imple-
mented in quantum information processing in the near
future.
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